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I. INTRODUCTION 
Current IP communication style is not optimized and has 

various problems. Sufficient security considerations (including 
privacy protection) are not provided. Despite the “well-known 
port” method being known to be inappropriate from security 
standpoint, it continues to be used it. The conventional belief 
that one node owns one IP address and communication 
sessions are basically multiplexed at the transport layer is still 
held. We are moving to the IPv6 era in which it has become 
normal for one node to own multiple IP addresses. Therefore, it 
must be time to reconsider the current communication style and 
establish a new simple and security enhanced communication 
architecture. 

We propose a new communication architecture called 
Unified Multiplex. It is designed to be coexisted with current 
communication style implementations. The proposed Unified 
Multiplex communication architecture can improve the current 
IP communication style drastically. We also intend to establish 
a new communication style and service providing methods that 
are suitable for the IPv6 era. 

The architecture introduces new technologies, such as new 
address types called EA (Ephemeral Address) and SSA 
(Specific Service Address). The EA is dedicated to a client 
session and is assigned when the session is started. (In the same 
way SSA is dedicated to a server session.) After the session is 
finished, it released. The EAs or SSAs that are dedicated to 
respective sessions and used as sessions’ identifies. Since 
sessions can be multiplexed at the network layer only, in the 
architecture, transport layer “Port” information becomes less 
significant. Furthermore, the way of multiplexing and 
identifying the sessions becomes much simpler and securer 
than the current method. 

We discuss problems on current communication style, 
which is now becoming legacy, and clarify requirements for a 
new architecture from practical viewpoints. We propose a new 
architecture that can solve the problems comprehensively. The 
design and implementation of the architecture and newly 
introduced technologies are discussed. Note here that the most 
important thing that settles results of this proposal is how to 
coexist with current implementation and migrate to a new 
architecture. A proposed new node should be able to 
communicate with existing nodes without changing the 
existing nodes. There are significant advantages when new 
Unified Multiplex communications are executed, and migration 
to new Unified communication world should be promoted. 
Although the architecture introduced new technologies, notions, 
and a new communication style, this has been achieved without 

modifying existing client and server applications. Only the OS 
kernel side modifications and improvements are necessary.  

The proposed architecture has been implemented and its 
functions have been verified in experimental network. 

II. PROBLEMS WITH CURRENT IP SESSIONS’ 
MULTIPLEXING AND SERVICE PROVIDING METHODS 

In RFC1078 [1], basic concepts of IP communication 
session multiplexing methods and service providing methods 
are described. (Hereafter, these will be referred to as “Legacy 
Multiplex.”) Four types of information (source and destination 
IP addresses and port numbers) and protocol number (TCP or 
UDP) are used as a set for multiplexing and distinguishing IP 
sessions. 

The concept of Legacy Multiplex was invented in the IPv4 
era, when one node owned only a single IP address. In the IPv6 
era, however, it has become very normal for one node to own 
multiple IPv6 addresses. Therefore, it is time to reevaluate the 
IP session multiplexing architecture in depth and innovate it. 

The Legacy Multiplex has following two major problems. 

First, in the Legacy Multiplex, intermediate nodes must 
deal with the transport layer information, because information 
needed to distinguish sessions is located at both network and 
transport layers. This makes operations on intermediate nodes 
complex and inefficient. 

Second, the Legacy Multiplex uses “well-known” port 
numbers to connect a server for a target service. However, the 
port number information itself does NOT represent the essence 
of the provided service [2]. It is known that there is a service 
providing method that uses a different port number value from 
the “well-known” number on purpose. The concept of “well-
known port” is based on an intrinsically good principle. i.e., 
there are not sufficient security considerations for privacy. In 
the “well-known port” method, servers let every clients know 
which types of services are provided on servers without any 
client identifications or security considerations. This means 
that attackers can easily obtain information on the servers they 
would like to crack. In order to solve these problems, several 
methods that extend or modify current systems are proposed in 
papers [3][4][5][6] etc. However, no clear conclusions are 
reached as of today. 

III. PROPOSAL OF UNIFIED MULTIPLEX COMMUNICATION 
ARCHITECTURE AS A SOLUTION 

In order to solve the above problems comprehensively, we 
propose a new communication architecture called Unified 



Multiplex Communication Architecture and new 
communication styles. 

Information to distinguish sessions should be minimum and 
closed in a single layer. Simple, minimum and efficient 
function implementations are desired. Also, new architecture 
should emphasize security and privacy protection methods. A 
proposed new node should be able to communicate with 
existing nodes without changing the existing nodes. There are 
significant advantages when new Unified Multiplex 
communications are executed, and migration to new Unified 
communication world should be promoted. 

A. Basic Design and Characteristics of Unified Multiplex 
Communication Architecture 
The basic concept of Unified Multiplex Communication 

Architecture is shown in Fig. 1. Multiplexing operations are 
implemented only at the network layer. Sessions can be 
distinguished by a set of the following only two types of 
information and protocol information (TCP or UDP). 

 
Fig.1 Basic concept of Unified Multiplex Architecture 

 

In Unified, only IP “Address” information is used to 
distinguish IP sessions. It is not necessary for clients to obtain 
“Port” information any more to access services.  

The important advantage of Unified Multiplex is that IP 
addresses are dedicated to sessions and many addresses are 
consumed. In the Legacy Multiplex, there are some security 
and privacy issues due to the usage of IP addresses which are 
identical during associate nodes are active [7][8][9]. On the 
other hand, in Unified Multiplex, IP addresses are valid only 
during the communication session is established, and 
immediately disposed after the session has been finished. This 
property significantly improves the security and privacy. For 
the third party, IP addresses are no longer the identifier of 
nodes because IP addresses will be varied according to the 
session even if the communication peers are the same. 
Moreover, any nodes cannot access to the node by using 
previously recorded IP addresses of the node.  

A summary of how the proposed Unified Multiplex 
communication architecture improves in address usages, 
service providing methods, etc. is shown in Table 1. 

Table 1. Comparison between Legacy and Unified 

 
B. Address Types used in Unified Communications 

There are two types of addresses in Unified 
communications. At client side, the “Ephemeral Address” 

(EA) is automatically selected and assigned by the OS when a 
session is actually started, and used for source address of the 
client in the session. After the session is finished, the address is 
automatically disposed. Since the address is used ephemerally 
(the existing life time is usually short), it becomes difficult for 
crackers to attack such sessions and the security protection 
mechanism is improved and privacy protection is enhanced. 

At server side, the “Specific Service Address” (SSA) is 
used for a specific session in order to provide a specific service 
(e.g., client who can access the service is limited to the 
specified client only), NOT used to provide a usual generic 
service. Each specific session owns each “SSA (Specific 
Service Address)” exclusively. SSA information is never 
advertised to anonymous clients, i.e., only the client who has a 
right to access the service can obtain the SSA. A server does 
not need to utilize special techniques (such as packet filtering) 
to limit clients who can access the service. Only providing the 
service via the SSA is enough to limit the client. The IPv6 
address space is huge, brute force type attack is thus 
realistically impossible. Several hundred billion years are 
needed to attack IPv6 address space (with one second per one 
address type attack to 64bit Interface ID space). Such a specific 
service/session enabled by the SSA can easily become secure. 
Many SSAs are consumed at a server that provides specific 
services. By consuming SSAs with this method, simple and 
strong security enhancements are brought to the architecture. 

IV. IMPLEMENTATION RELATED ISSUES 
The Unified Multiplex Architecture has been implemented 

under FreeBSD 6.2R, FreeBSD 8.0R, and its basic functions 
have been verified. We have also implemented EA functions in 
Linux operating system. The source codes for the Unified 
Multiplex Architecture implementations are not large roughly 
5,000 line patches. Also, it has verified that standard 
applications (such as telnet/telnetd, ssh/sshd, apache, inetd, 
rsh/rshd, etc.) work without problems on the kernel where the 
Unified Multiplex communication architecture functions are 
implemented. 
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