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Abstract Many devices such as air conditioners and refrigerator have become connected to the Internet, and
become a target of the cyber-attacks. Especially, the operations by the attackers are serious problems, which may
kill the users. However, such attacks are difficult to detect, because the operations by the attackers uses the same
protocol as the operations by the users. In this paper, we propose a method to detect such attacks. Our method
learns the behavior of the users at each condition defined by the time-of-day and information monitored by sensors
such as temperature. Then, our method detects attacks by comparing the current behavior with the learned behav-
ior for the condition corresponding to the current condition. We evaluate our method by using the data including
the behavior of 4 users of the IoT devices. The results demonstrate 99.6% of attacks can be detected with 6.25% of

false detections.
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