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Similar incident retrieval by learning feature mapping function
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Abstract When a security incident is detected, the manager must handle it as soon as possible. The investigation of the inci-
dent is important to handle the security incident, and the information of the previously handled incidents is useful to investigate
the incident. By using the information of the similar incidents, the manager obtains the hints to handle the incident. In this
paper, we discuss the system that can search the similar incidents. When a security incident is detected, the manager obtains
the features of the incident. In our system, the features are used as the key to search the similar incidents. The similarity used
to search the incidents should be defined so that the incidents of the same kind have the large similarity. In our method, we
use the mapping function learned by using the incident reports to search the incidents considering the similarity; our system
trains the mapping function so that the incidents of the same kinds are mapped to the near points. In this paper, we evaluate
our system and demonstrate that our system can retrieve the incidents with the same kind accurately.
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