Anomalous Operation Detection for Smart Home
based on In-home Behaviors of Users
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Chapter 2: Anomaly Detection Method
using User Behavior Sequences

-

Masaaki Yamauchi, Yuichi Ohsita, Masayuki Murata, Kensuke Ueda, and Yoshiaki Kato,
“Anomaly Detection in Smart Home Operation from User Behaviors and Home Conditions,”
IEEE Transactions on Consumer Electronics, vol. 66, no. 2, pp. 183-192, May 2020.

Masaaki Yamauchi, Yuichi Ohsita, Masayuki Murata, Kensuke Ueda, and Yoshiaki Kato,

“Anomaly Detection for Smart Home Based on User Behavior,” in Proceedings of 37th IEEE
International Conference on Consumer Electronics 2019 (ICCE 2019), pp. 1-10, January 2019.

N

w

Masaaki Yamauchi, Yuichi Ohsita, Masayuki Murata, Kensuke Ueda, and Yoshiaki Kato,"[Invited
Talk] Anomaly Detection for Smart Home Based on User Behavior -ICCE2019 Report-,”
Technical Reports of ITE (ME2019-46), vol. 43, no. 5, pp. 249-254, February 2019.

Masaaki Yamauchi, Yuichi Ohsita, Masayuki Murata, Kensuke Ueda, and Yoshiaki Kato,

“Anomaly Detection for Smart Home IoT based on Users' Behavior,” Technical Reports of IEICE
(IN2017-58), vol. 117, no. 353, pp. 73-78, December 2017.
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Method by Estimating In-home Situation

1. Masaaki Yamauchi, Masahiro Tanaka, Yuichi Ohsita, Masayuki Murata, Kensuke Ueda, and
Yoshiaki Kato, "Smart-home anomaly detection using combination of in-home situation and
user behavior," submitted for publication, pp. 1-13, September 2021.

2. Masaaki Yamauchi, Masahiro Tanaka, Yuichi Ohsita, Masayuki Murata, Kensuke Ueda, and
Yoshiaki Kato, "Smart-home anomaly detection using combination of in-home situation and
user behavior," CoRR, abs/2109.14348, pp. 1-13, September 2021.

3. Masaaki Yamauchi, Masahiro Tanaka, Yuichi Ohsita, Masayuki Murata, Kensuke Ueda, and
Yoshiaki Kato, “Modeling Home IoT Traffic using Users' in-Home Activities for Detection of
Anomalous Operations,” in Proceedings of 32nd International Teletraffic Congress (ITC32) -
PhD workshop, pp. 1-2, September 2020.
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for Anomaly Detection without using Private Information

1. Masaaki Yamauchi, Yuichi Ohsita, and Masayuki Murata, “Platform Utilizing Similar Users' Data
to Detect Anomalous Operation of Home IoT without Sharing Private Information,” IEEE
Access, vol. 9, pp. 130615-130626, September 2021.

2. Masaaki Yamauchi, Yuichi Ohsita, and Masayuki Murata, * " Platform Utilizing Others' Behavior
Data to Detect Anomalous Operation Hiding Private Information," in Proceedings of 7th IEEE
International Conference on Consumer Electronics - Taiwan, pp. 1-2, September 2020.

3. Masaaki Yamauchi, Yuichi Ohsita, and Masayuki Murata, “Framework to Utilize Others'
Behavior without Sharing Privacy Information,” Technical Reports of IEICE (IN2019-114), vol.
119, no. 461, pp. 213-218, March 2020.

TSA IS FUIRNS

#IZREE L2 H

TS5 =E B USRS
EEDEWEFE (Chapter 4)

2021/12/21 24




Chapter 4 D& - B

- [BR]
- EHRMEDZE B (LT —INARB T D LARAMEENMET
- 1TE S - B TER
- FECEBASNCHER. RRSEE DR RO R BRI REE

SR, REIREOBIEENERE Ty MEBRTBIET,
REREWEOCS N EBDS5D
- [B8]
- ESDHENEVSERERL DD, M1 -V OB —SEEEIC
FRRIEER D L — LD — =B

[mnﬁg&cal—ﬂoﬁy;—gﬁﬂm ]

| BB D ,

-
|
| 1-v TSANSERE {

i"f@

EHER

2021/12/21 25

1. I-YREAENET S EHEEALEL
FIFEET—2 1> MOHBIFZE DM TR
FT-TIh RENTOFSEFE URSRNETS s
- FIREOEAEEREHE LRV
- FIREOBEOSTHY, Fi5, 53, BEas
2. £EBEORBIFREDOI— 1> bEDERZRITS
- RENIMEORINTIERCIAB I

BCORNI—FD : ‘ﬂ‘

Fnahe® [ peme e snRED
I—->x>h

RENTOITE
ZFBL
EERANZITD

WIiTEE & BREDT—
1> hEERTES P78V D REED
I—->x>h

2021/12/21 26

BHEADT—HEFERT IRFFELSODEN

-BFOFETCREHER/ILT CEISER
c A-HEAERFET DERENET D EETERN
=ML ESNIZETILIEERED S A TG ILIC—E U

B I-HEAERET
BIERZEAE LR

B2  EEBEORRD

rJO—F

s I—-2I > MIEEWVERICOVWTEATHMBIUEE
- [ER] » [RE] TEZEDARER
- BRCE#BIF (ID) HFHT
- BEICAUEBIC,. AUEEZELEEORLIN N
- I-YE#HBT 30T, BHICHTFENS U CRNEEHE
-BEC [ER] SEZUZERMOD ID 277
- BB (CIRT7 L ISBEOERD 1D 2R
- HEICFMEEN/ ID ZRFLTLB IS 1> hOHHEE

IA-HYDI—-Tx> henidE v
#H2ERTD
_vn oot | s Laeva
— S PERIY ) Gj'j I\§¥‘J
FET IR 7y JARET—5 *gg’ =
- IEIA L7y or
EMENZEFNORE  BRHLETIL —BMEEFIL  —RMEEFIL AU ID Z22F B0 EwLEETS
BEhSERE R RE | BR ID ZRELBL
202112121 27 202112121 28
=1 —_— - -

REFE EfEREBLEIHLESH

@® FEARDT—IHSIEEHNESHHETERVEIHRENRE
@ BERIC NEF] EEZEUERM ID ZRMIU. fMZRRECERM

® BABBRELTVS ID B N AU LFRMThTOWNEER
- [ER] CEBULBARG. B ID 2517

@ EERBREEUTUKRMFOESR REZHM

QESNESHHITE
TRUVEESIRIEN FE B2t

@BEIC [ER] EEmE
UTZER ID ZHEEIR

@mEEEES URi&HIET

IE% or %

OEETEE

QIR LEE LB,

BHEB® ID F—5R—X
(CEER] ID Z{RTF

Time Time"

2021/12/21 29

1. I-YREAENET JHEHBEEA LRV

[ 1 FOBAT. TR TOFBEIERER D }
2. EFJBORBRBIREDOI—>1 > MEDEEEEEITS

[ KERCBEFBIBORE LEHETE TV INEHR T DUE

2021/12/21 30




ST U A
@ BBDI—>I>bH 5 BEEZZEGTO ED. 97—
HEEHSNRH D=
« REREREDIZSD(C. TL—AD—I%ZFBLTOI - D178
F—=E=FALEZWL
@ TJLb—=AL9—D1FITICEBHIETTLTVWRI—>I>
)l
® IL—AD—=0[CMHTEMIBI—T > MR, ID
F=HAN—REZMILT BI=HIC. BEDOUII X MO

BI—-1>MIESN3 —_
B 7, | oFEn
' 'ﬁ T

[©3]/57319)
TELLY

@ 5BEDT—
FTFFEBTE

"oz

sl i

- REEDTEHT—F 1 HhARE 1 FKENDT—F L LTHA
- FREATL0 MAM. REBT11 NAMT—FINE

- FHEFIE
1. HBATB0I-1> b BREF—FINASERANTELEE
2. FRI—1> b AORYO 5 BHOHEMUFE
3. BADHIH2AEMSOFT—5ZHMALT ID F—IR—RZPHUL
4. FRI—I> b AOgY 2BESOT — 5 TRATR b
5. BADEIBFEOT—IEANBRTO/ORNIF—23>

- PSR
+ I—YNRIRICIT > FLHARIRIE (IERIRIF) DRRARZ EL
- 1 B&70 100 BSOREMEERAL, RAEEHT

- i —X
 ARENTIIERERATES—2 P
 BREOREOHIHATEZT 2 wmme o,

BIMI—TT> h i A e
~ [CHAMERT — 5% NSA—GRERBNSERRENE | O
e - RREIS 1 >0, REM sosowE
2021/12/21 - 31 2021/12/21 32

SR

- [TBIERF DSBS — 2] )
- BREEOBHICE S TRIMERDMLE
- FRTET TUVRVTENEFZ R

REFE

T [amEThHn

Chapter4 DFE &8

-PrRHEE D 1I—YRIFERTERTZIL—LT—F
- BECAUERMIC MER] CEELET—S > MNRTES
- @RVERE [EM] [RE) CEEERRERN CERRE

- BURAD 5 EIDBBRIEN 27.0%79.3% % Y . BhEL - ERYICBZAC [ER] CEEURBRO 1D R
. %ﬁgmr—a’&ﬂﬁi Lremaemame = |) B - FED ID ZRF T B EONERTEZ
. :?ﬁll'%?ﬁb“a?%“l:ﬁﬁﬁ M OREORINER - BEDEIEEHRES & (CEATHMIEI—TOEHELFIAR
FEA. BRICIFREL T Tesh ey e ‘
- (BRI OIEROHFI AR — ] I ODRABR - UZSREE L3EHES B T &IC K> TRERABEN B L
. BHRE(C LSO THHIBESHRRD., M - UTUVRRE SEHE T B SIRENFEENE(L
RERMTEET 3 < & TRIMEEN L . )
. {ig?%ﬁﬁﬁb?’:;?EA\ BRRICHESSIR ‘ b (R EBENSE UBASDERE
SHREBEOENHTLS & C 2T T MMEEFAICHS S HEHR
- M= S4+HE = 7z Eepem— AR - - , »
AL LI SIS o CMREORLNE § | L] 2RETE) - BERIOBEIS(C &> TT— ST > Mo B E 5 ket
/ . - TRVEDHSIRVERZFIA UK  (Chapter 5)
T
IS ODBRIAER
2021/12/21 33 2021/12/21 34

Chapter 5: Improving Attack Tolerance of
Privacy-Preserved Cooperation Framework

1. Masaaki Yamauchi, Yuichi Ohsita, Masayuki Murata, “PPCwC: Improving attack tolerance
method of privacy-preserved-cooperation framework,” submitted for publication, pp. 1—14,
December 2021.
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